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Corero's 2023 Report Demonstrates Significant Rise in Carpet Bomb DDoS Attacks
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Corero Network Security plc (A IM: CNS), a leading provider of Distributed Denial of Service ("DDoS")
protection solutions, has published its annual DDoS Threat Intelligence Report, which reveals a 300% increase

year-on-year in carpet bomb1 DDoS attacks.

The report, based on data from Corero customers worldwide, examines a/ack vectors, sizes, and a/acker
tools and techniques. Corero's study emphasises the need for proac3ve DDoS protec3on due to the evolving
threat landscape, with DDoS threats continuing to grow in both volume and sophistication.

Key report findings:

·      300% increase in carpet bomb attacks in 2022 compared to 2021. Legacy detection techniques often
fail to accurately identify these attacks, leading to incomplete mitigation or false positives.

·      Over seven times as many Mirai-like DDoS attacks in 2022 than in 2021. These botnet attacks are
difficult to mitigate and can cause significant damage to businesses.

·      DDoS attacks targeting Domain Name System ("DNS") services doubled from 2020 to 2022. This attack
vector has grown in popularity as an easy way for attackers to disrupt communications to and from
websites, internet-connected devices, and applications.
 

Download the full 2023 DDOS Threat Intelligence Report at https://corero.com/threat.
 
Ashley Stephenson, Chief Technology Officer of Corero, commented:

"We're witnessing significant changes in the global DDoS a�ack landscape, with increased a�ack volume,
frequency, and varia!on. The exponen!al rise of carpet bomb a�acks presents a triple threat as they evade,
neutralise, or overload traditional DDoS protections."

1 Carpet bomb a/acks, also known as spread-spectrum or spray a/acks, distribute traffic across large IP
address spaces, challenging standard victim-oriented detection and mitigation techniques.
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About Corero Network Security

Corero Network Security is a leading provider of Distributed Denial of Service (DDoS) protec3on solu3ons. 
We are specialists in automa3c detec3on and mi3ga3on solu3ons, that include network visibility, analy3cs,
and repor3ng tools. Corero's technology provides scalable protec3on capabili3es against both external DDoS
a/ackers and internal DDoS threats, in even the most complex edge and subscriber environments, ensuring
internet service availability and up3me. Corero's key opera3onal centers are in Marlborough, Massachuse/s,
USA, and Edinburgh, UK, with the Company's headquarters in London, UK. The Company is listed on the
London Stock Exchange's AIM market under the ticker CNS. For more information, visit www.corero.com .
 
About Reach announcements
Reach is an investor communica3on service aimed at assis3ng listed and unlisted (including AIM quoted)
companies to distribute media only / non-regulatory news releases such as marke3ng messages, corporate
and product informa3on into the public domain. An RNS Regulatory announcement is required to be no3fied
under the AIM Rules for Companies.
 

This information is provided by Reach, the non-regulatory press release distribution service of RNS, part of the London Stock Exchange. Terms and
conditions relating to the use and distribution of this information may apply. For further information, please contact rns@lseg.com or visit www.rns.com.

RNS may use your IP address to confirm compliance with the terms and conditions, to analyse how you engage with the information contained in this
communication, and to share such analysis on an anonymised basis with others as part of our commercial services. For further information about how
RNS and the London Stock Exchange use the personal data you provide us, please see our Privacy Policy.
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