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£S1T8, HOBE T S SABIRAENY, R BT XDR A85KE XSIAM, ASHAAXSIAMEHSHFS R RAS)
[ZEmiTi, L b, AEECEAET, HEEL SR TSN, XSIAM BERF TSI, S XSIAM 25
MOEERRIT1 00557, 23 EAAINT B 2000554, /R Cortex ZFHEREE] XSIAMAY ARRERIEF T3S L, Hk3-54,

Palo Alto LIRA{EHESESTE XSIAM i1 0N EiEhe, RE0@FtAl IREheainas], Cortex ZPEEBERMR1 HR.

BRI TAISEISOCHBIIURER, ATIXSIAMEIHIRENES ], T—RARTEFESH, AFUXSIAMZLHER
THB4000TESHNTEA, FHEUL TIVEHISIEMFER, ST BN EE S, BoRonm, B XA EEanRmal,
TEERTAS S ERAITANER LA RNEAN TIFO MRS EABITA, SPEEAIREA RS ENE,

XSIAM fE22E% F=4ERARMNE Cortex ZFIEICTHA

10,000+

Analyzing more data ... "230“GB‘ R:.e.r day ] GBIRBI‘ day

with fewer false
positives... ~290

and closing far more . .
via automation... Minimal

leading to all incidents <20%
getting addressed. A

Most importantly, getting MTTR* VTTR FY21A FY23A FY28F
ahead of attackers 2-3 Days, sometimes even “months” 6 minss5

Cortex customers, by fiscal year

ERIKIE: Palo Alto Networks, E{SUESLR XIS AAEEIE ERISEIE: Palo Alto Networks . ESIEELZFHTRETELIER
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Palo Alto Networs—AIgEIFEEEIHT, iR £ Copilotitm, XiFBRE " ERENEZ;
Palo Alto Networks BIFEESNMZL~mTP, FIBAI copilot=CIRBMEMATRBNE. WREIAREAI E—BRIFRA, AFM/IEE
Al, BB 100 MesFIRBEFmPia(T, EARLERNIAl, hEESRBHINAEES, R A ARMEFZEEERRES, £
AAIBELLE R ABRAE S ERE MR, FRNTEEEAFIERDNAIRTES, HRERZENERME, Fit N alhEH
Network Security Copilot, LIBAESIIENARGHESE, 0 “BETIEEHOPLXGER? * , &fE Palo Alto BEA4RIXIE, Hi4
BOKIE, SASEZEAMIRAIME, ST OANMKIER, FHENKRE., ARMANRTEWRAERAE HREE" AN, Bz
{ABE(E Copilot RUSEIRER, SRR, RZEEAAINE, BEILFMSIMEFR Ul RITFISEM. AR mEREEEETFE, E5ma
HTERINBEIN, LEAERLEFPRIE.

ATMXEARLERES, URABRS, BERBAILEREHIA, ATCERIFIERD. AZSHANADEEMNIES, X

eI SR REsT, (BN, IS FRRISIEAT. Palo Alto XFMEERRAS L, LS 0T

B, RN EREE F AR T S, Hit, AaEHT Code-to-Cloud Platform, —MATBEIRHRIPAIERT
5, EHIERESEBNE N, LSS, ASbaRERS, EMEEEMED (a0) Z2%7R, MALE DevSecOps 5
FIHEN, BRTERIINAIKERLSE), (BEAIABEERBISNRIES FEERSMAES, Fok Palo Alto tiEETASES .

22 EBTRBESHTRIINAES

Cloud Runtime

Cloud Infrastructure

3 A -
@ ox : Ao
Are users in my organization accessing any risky applications? > (\ 2
ure the sour @ Secure the infrastructure ) -A’) Secure the runtime
ST

Code-to-Cloud Platform

@

ERIEKIE: Palo Alto Networks, ESIESZFISAEEIR BERIKIE: Palo Alto Networks  E{SIFHZ X ETEEIE
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Crowdstrike— R BIFA I ARG INRIRRE ‘ EiSitH
Crowdstrike pi3ZBIRIAAIFIRENSIREBERERES. 2011 FARMLEHBARIMLE \Rin%ke, ERERTEETIFIEL
BCRIRT,, REENSAIRR); ETARAR, BI85, 1700, SCIXIRAIREMEIEN, CrowdStrike U285 2B —
R VirusTotal RRITCEF 5|2, Crowdstrike H—CLIAISETRY, #HAEDR, HalftEHmN&ime iR, W, ARSFAREERN
A=Az 1) & BIARBIKREST/9MREIMET. 2) S RE. RS TTERIIENE. 3) BaMEE: FIRAIBIMUHR
TEENZ2ES, BatelfERRL S,

22 R LAIRFIAIIOA, HEIRIBFGUFIRELEREES. Idisin (I0A) ZECrowdstrikefR AV, B—HRIIMERIRISAFY, TIrIE
EHTREHANERRES (GINRREHIT, FEEmRs%) . I0AtZe T REERINFRISSF, RBIBE S MRS RVINER,
FHEMTHERINAIB YR, |OA RN ABSTHINT AN RERFIFUNNG AL, NTIEENARRIEAITL. (EFRIOALERKIT2HANE
IR, NEBARLWINMASHIREIRES, ERREMCrowdStrike Falcon® & HIZIXLGER], ZERAEARSE L E
TSRS TSRS NI 2EEs, Al K IOAB=AME: 1) B St IS, SAMEL), M5
WFE—L, 2) $5: SUENUIR, ZnSERILZA I0A, LIRIEE. 3) BE: BORRIREE™), SARERSOH
PRI TIERER, NE—BEUARSIEYZEHE, 8R=E2H{CEEHRTIZ&, S7180+TAI0AREK, EEMeIH ¥ KEHTE W,

o L SRR \ ( EDR+Ezh \ Al-Powered Indicators of Attack

ENEN HlE# EDR il Lavorsot Crowdsirke
" Defense:
E N 18 18
v WHEE ; v HBZFY Y+ GERSAE | ' BiES Sensor  Existing Al-Powered
' RERREH v TN ol (R5E j + R ML 10As  IOAs » :
+ PR v RHEENE Himi) v SRR
v REEH ) o KEEDH v APES
\ #THa8 \ / \ / \ /
BERIKRIR: Crowdstrike, EGIERAFMRTEEIE BHRISEIE: Crowdstrike. E{SIEHZFTEREeE
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Crowdstrike——Charlotte Al, /= Al 259 HIH ‘ EiSiEH

* Crowdstrike jfithZ 2 thfiCharlotte Al, IRAAXDINKE, AFELTRENAELEERE, UNXKEGNSIHNANSHESIR, £
ANHFrEFA IR EIE )| 255 El Charlotte Al, GBS FE BN EEKFRIRFIESMEIEEANATEED, RN EZSBFRISIRE. BFELIA
BERRZEN M EMESRENE, FREENEE, 1LHFRAFtEee&RFalcon SFENERBP—H#HERIE, REEAMNELEREE.

- Charlotte AlZ L ERENEMRAFEIFIERMISHERS, BaiCharlotte AG=ARM: 1) BIFRIRAE. FUBRFHESRRERLTS
Wi, PRI LUAIRIESEFESN Microsoft Outlook AYFEiR. 2) SEIFRNRER: SFOITIMEF RS, FEEXIXESARIRMAIE, Flan
JLIARRHEFIMNUSIER T4, 3) BT BURFPATESRIIZEERE, TLIERNEWVEITEXIERAME Bt
MARR(E, BlImAEERKS R Windows EHAIERR],

Charlotte ALEASCAERFUAIRIRMAIEERY, XKUTFHEKCopilot, MAOTFRZERAREN. ELEAIBIFSE, CrowdstrikefiBE=":

1) MG : AERERIMERSGSE, Charlotte AIRIAIZANAREE, AILEEFIEEHR=HAIITFE]. 2) XDRIBERNOFSHE: =
FEETRBNEIZIN RS, INEEF4UE. RS, FakCharlotte AIEBFESRMAIEES, 3) EFIMA: AEIANEIENE
TUHTCREENED, BAREINANGS, BIBEERERMA Charlotte Al (ERIVEHEEF. REMEEHAREDHITITIF

EO
Charlotte Al HEIE Z R PIAGETEMBE Charlotte Al {SHHISGEHRIREFIEERIN

Q

Hey Charlotte, do we have vulnerabilities involving microsoft outlook?

# Delete

23-85-27 ©09:23:05 ete () Regenerate A etec! been observed in your environment attributed to 6 Actors. Most recently BITWISE SPIDER
ed in May 2023.

Yes, Microsoft Outlook has 3 critical vulnerabilities across i LABYRINTH CHOLLIMA, FANCY BEAR, WIZARD SPIDER, BERSERK BEAR,
PINCHY SPIDER have also been observed in the past 12 months.

FEEKIR: Crowdstrike. EfFIEFHFEFIMFFTEIE ZIRPKRIE:  Crowdstrike. EMFIEHFLFMRAEEIE
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Cloudflare—Z2ifs: AHSEISHSIZE SR AY ESILS

Cloudflare ESHIAINAREREESHIAE, ERFLEDFRIP Al iRBlIgWeb, =IKFTERFEEM ChatGPT BY FHE, 1955
BRE—X "REHEAN" BUEE, ZARSEIA Cloudflare 12, NFIALERICDNISSEZRR, EEIKEEE300S MAZEFL, fRIF
BHELN Web &7, NEERERSZIINENER, BREETRESLEI08E, DDoSEHR, WAFSE, RZMuGAFRIIIE, 15
m T aRIEmME( Al INAEEREERIR, Cloudflare k8 Al T BRIWANEEEEERRERRHREIER, KB Al ATIZERERNIALLIE
KilEd20%, WAZINY Al AEIEFHEINEKESS, XE—aB7 2 Cloudflare &S Z 2SS, BIZREHMCDN,

&4 Al FIFBh, Cloudflare FIFIHEES SHSRIRTIAE AR, Cloudflare SEMZST B—F, REME Al BASINZ SR,
fE/ARIZEFTHO DDOS FliBiellErh, ARISIANREN 4600 5/ HTTP BR, BARBILEGRER, b, Hit,
NHENERBYEE IRV, S B IERRME MR, ATCFIEEFRELE 1400 2.

- Cloudflare gEi2{it Al RIAHEIRARIP, %0 Cloudflare One ESASEHIZIE(FESS. Cloudflare One L2 YFIE AL L AN T =
BURYSASE a=m, LR TISHERE, #HeeSArSTENERRIRI R, AFMGEE CON SUHAIRR, fAtkA SASE =m%
ERE, BRATEEEERZLTEIEE. NTF Al A, HERHEBPNEESZE, BLAER#ER T Cloudflare One for Al 7253,

ij5ia] Chatgpt BIRIREIAIE Cloudflare One FZREh4SASEFIE(S(E

i

Cloudflare On-Ramps [ Cloudflare : @ Cloudflare Security Services
_— Network 5
One Control Plane One Management Interface
= For Edge Services
Clientless Access e = A §)
9| 8 | &
. . Zero Trust Cloud Access Secure Web Firewall as a WAN
Device Client Io.:;rus‘?d. Network Access Security Broker Gateway Service Service
nectivity
== - ﬁ"i i v VPN Routing v Load Balancing
r IP Tunnels = — - ? i
. ¢ == (with SD-WAN partnerships) = = / Br
Verlfy you are human cLoOUDFLARE = E i
Privacy « Terms ) ] 2 . v Email §
Direct Connection 3 : ‘ I
- = v DDoS Protection v Analytics
2 . | [
FRIKIR: Cloudflare. EfSIEFFEFIA5FTEIE ZRKIR: Cloudflare « EMSIESHEFMRFTEIE
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GUOSEN SECURITIES

Cloudflare—&£i1f: BRI Al (RIP, PALEEUREHEE ‘ EiESitH

+ #fth Cloudflare One for Al, {RIFAFRXIFERT Al IZ2MEA. £ Al N BFERPEEREEE "R SAEERYEIEE,
EMHIEMENNEG, BEt7E23E58, AaiEH T Cloudflare One for Al, E—EETFEHCloudflare One FENE(E(ILDEIE
%, SEEtlLeiERENl Al TH, RIEEE. MR~ NNEZ 2, Cloudflare One for Al E—Mz=imfikss, ARBE—FS
onEERAK, MHIES Al RNz Ze~mYt, TERERIZEREE, HEd. %, DDoSRIPERABS, 1 misaFs
FhERIAIR R FIRER S, EiEWindows, Mac. Linux. iOSHIAndroidZ, P RIE(HMZEERA, taRIEE =R FT &,

- FRETFHFIRER Al BRP, CMBARHETRIAZ 2. Cloudflare One for Al FRAVBFIRRM T —EHH, RENLZSTH,
g0 Gateway. DLPZr=fn, mILAT#EFEE Al TERVERIER. PhlLEUEERX, R4t 7seimlFnERylsl, fian, eI TEDR
hFERAAE "Shadow IT” |, BIERIEEZSN, RTBECEMARISaaSEKEAINAE, XESHAIT ZE/3E, Cloudflare One
for Al ATLABZIEAR Al SERRVER, WATLBELEXJAIAYER. DLP FeRe] LURMHECEHIN, QEIFFCOAIEEE, fAIiER<SG
%, LSEHIREREUEERIEE. 2L, Z mEERATEEENES, BEXUTRIRISEZERIES.

Cloudflare One for Al MBI FIT ZMAGFRIPRIREFERANERERSE

Shadow IT s ﬁﬂﬂ’&ﬂiﬂ,gﬁg’)ﬁlﬁ?’f%iﬁ AI E&%; E.ru?j_:
oo == o Cloudflare Gateway S TR R SR AR L ER

B m“"g‘m —— o o ANEEREMHBMR APIEXRBE, =617 L]
; @ Google Chat Eulsaura‘.an&om‘emeeur‘;s e U No 1 SerVIce tOkenS AI i)”gﬂ%&?&ﬁ"]##fﬁﬂ&%
0 n Google Meet (-] Nt *E#IET_/l\ﬂDEEE"] AY 1XHjﬁﬁﬁj:%EIJCIOUdﬂarelx_szgﬁl\]
S O & #iE, §MEKEBIFHEFZ CCloudflare Onefit & FLNI Y
O @) Google Cloud lttorn i © ure Cloudflare Tunnel TR
 — — o= Cloudflare’s Data Loss BIRSHRA S, PR T SRR R, o
30 e o Prevention(DLP) BB R D B L B 4R e B
0 @ ChatceT © vrevewes o ! : Cloudflare's cloud access ﬂanaSF_\‘ZFH%EF%?E{J%%EE"JEIR'I?*H??E%U, J\Zﬁﬁg:fa
0 U Adobe Creative Cloud Productivity @ Uneviewsd  No 1 i Securlty broker (CASB) *Eﬁﬁ1§ﬁﬁl‘] AI IE’ *\&E%gi%ﬁa%%ui%ﬁ

HRIKIE: Cloudflare. ESIEHR TR AEEIE BRIKIE: Cloudflare \ ESIEHRFMFEAEIE
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GUOSEN SECURITIES

Cloudflare EARABSHAEEMSE, BSXBR @RHF. MEE Cloudflare WELZ I FSHAR, RNEEEIKEIE 730040z
iy, FERLRINGITERNAR. AEHEL 7 Developer Platform (FFAEYA) A5, REFEEERS RN EEFAFEI—],
g0itE (Workers%) | 77i# (R2 WizfiE%) . webfIWAHKR TR (Pages®) . IKENS=AIEE, FETLIBIB{EHNEEIS
BEEEUETL, 5 95% tHREEMAFIER{NA 50 20AA, Cloudflare i =IEZEEFAWS ENE R BEERF, WR2 T
LIFEZ AWS S3 RIAPI, EABFZEEHAHAZER, CNERERMEFNEILE, IIEFEFTZ.

R2 SR TF AL Al SELRE, 2AaBSiRME Al HEsED., FA&EFE Cloudflare Workers &S IBIERIBK, F_FEANE
EXWorkers EIEEEIAZ] 1000 /5, EELIER490%, H12BLIEEK250%, R2 FiEEIT 13 PB FEFE4E, IRELIE 85%, R2{JZR
IRZEFIXEI440001, AEeART Al SRERINT s T Cloudflare EM95Ek, LEHRE R2 "BEHOZER" BILE, BHEFRIIRK
BIGPUR ARt 18042 EY, Ftt, Cloudflare 524 Al Eitigie A=)&1E, @CoreWeave, Lambda, MosaicML, SREHKE
R2 p#{ERkA~; Character.ai. Leonardo.ai. Lexica.art ] SiteGPT.ai &2 4 Al MAATFIHKEECloudflarefJR2EH(H L TRHEIEEE S,

Cloudflare F§j3 Al I i AR ZEALRRS, FIZIER Workers iItEZHAEE Al BE, FARNTHSRLMREE, HREsH
Al Nk Bl ECloudflare , RAEMFAR BRIPIE, IIRIRERERIMSHIITEA . R HEMRAY Al B web RENHELZ5N, Al
BERESIEATINFREFS, EWorkers EHRIERTT Al N A, FRTHEERREEN, Hlal—MER Workers B9, thiks
T RENRAEFEENEEETR, EETHH=F, BE1305ETHEE.

ARIFEEFEETEQS M ARNDGTHLEESR T RN

AWS A azure &Y

Cloudflare —=ilfy: IMSERLHNANDBTERE, H Al FENIHRE QY HIEIES

Cloud Infrastructure CLOUDFLARE'
Compute | Data Storage : Developer Services Networking [ ]
5 = EETTES | )
1 1 -
» O 2B BB oc@®
| | T | )
Workers Cron | Workers Durable DiData | Pages  Stream Platforms ~ Magic NAT
Bundled Triggers ! KV Objects Storage !
Developer I ! Databases New + Specific ( )
1

Products <+>> E @ _>:<_ ; @ [ﬁi @ Developer Experience

1 I
Workers ! Cache R2 Blob Third-party | Images ~ Workers Observability Pub Sub Data Localization
Unbound ' API Storage  connectors ! Analytics Engine  Tools

— —— ——
—_— L Y

Avoids Cloud Vendor Lock-In?

EBRIKIR: Cloudflare. ESIEHZ XM AEIR BRIKIE: Cloudflare « EMSIESZ ST ELTE
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Cloudflare—=ilf: fRRERIVAIRIGATEERR, B&tis Al HEIETTHR ‘ EiSitH
Cloudflare I\ iRiH{T Al EEESRIFM “(E" M "FHL" G5, SERR Al H80E" M EE |, X4 HEE [
FUNETXEEN, LHEFARNENARH AL S FURBINIE, STAERE 725 Al AERNEEL, AN EEIRS" gk
TAEEEIREIERIA, IEARSSE [, SalFREraREPONEhE L. kO e ARl TR [, (B AR
BAER], BEFSGPU. WFZSE, RESEAENET, Fit, Cloudflare BETEAMS: B—, B : A5 1T HEH
RSN iE T R A, ERILUEM AR, . GPURIR, S\ olCaEaliscmen Al QM ASIEIILER, B,

k" : RTSENREES, SUEAEEEE Al AN, MEARIRGTHE Al TR, RiEEsiER=Es} . Cloudflare
ALEAGNEERIE, FAECEES T 23005 M.

Cloudflare ERHEEEHERFE, MERZULRSE, Cloudflare AILISHERERETARE, EFEERIG (XISKARBALSG
ZOTHE) , FICHREE H100 LSS GPU ., Eilt, AiNEaamIEES, 42 Cloudflare 1o iEEmIZIIB A, L5
SERBRNEANSHRA GRS, SRIEARYE, TAANEARRER, AT Al EEAEEE,

- i Constellation, 5 Al IO Cloudflare #A&#E. Constellation EAFTF23F5BIEHI—HBAPI, ERLIE Workers fY4&ERS =, LA
LR A REREFRST 40 F IRBUEITRIE. (RRERATEERESS, FARARALUSHIZZEHAMEE H1EF) Constellation, IR
LBJLTFMKFIIANT Constellation FAANNRHR, ABE 6 BE#IT 7T HHREFT. Constellation B2 AN BN SimIEIRAIEE M,

Constel lation iLFRIIZRRVA I #EBPURIELT Constellation LIBENZFPAIRES

B/ R E5M5EH BN

HIEPHS RN

XAERR. HEIABIMNED

(EIFHConstellation‘&B§B@JE}$ ' BAES AR

ICE-PaLid

uuuuuuuuu

\\\\\\\\

BRI ARES

3 Workers for Platforms
[o] 2 [o] &

g rz - a)8h

s at we do Support About us LIPS

HRIKIR: Cloudflare. E{EIEHR TR EAEEIE ARIKIR: Cloudflare « E{SIEHZ T RAEEIER
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GUOSEN SECURITIES

Cloudflare—=iff: FFEEIR(HCloudflare Al BJFE Cursor ‘ E{SitH

« Cloudflare Al BJF Cursor , AJLABRIEHRZEESRIRRE, HEFE/MT Al 19881, AFTE Workers & F#EH T Cursor Al X
IEEA, EEEMFAEBRFAIERTER, @Y Cursor, FFAETLIREREIEFRANEN, BAEFAIE. Cursor AJLAEIEE]
ARETNANREE, LGSR Cloudflare MALFRIESBIFFAEH—F T RERVIEXUEAYHEE, EIL Cursor tiE X9 A T e8]
M, Bal Cursor IESCIGMERY, BRIALTHIRNER. ATREREERENT Al BEIFFAERITNEE, HIA0E Ul _SHTERIE, 15 Al
SRS, BEFAEEHSENIREENNIHEE—K, TWESHIIFFA.

- Cloudflare 73 Al {IRIARNRHKERZEMRSS. 5L CON W SthBREBIRSE, LULIKS | KRERHRAF, FESHERHGER
F. R0 Al gAML AEHER T Workers [Faitkl], REZEERAIHBIIIIEH AT LSRR ZERS.

Workers SE& T Cursor Al BAZF Cursor AITEMPRFEIALESHFHLIE

ese [ developers.cloudflare.com/workers/ai @
{
4
Cloudflare Docs Q = Give Feedback () Workers Workshop
instead of an image, generate an
render them in a ul, and sk svq for each ball
Workers froducts > Worker > AlAssistant a worker that returns random little picture of the Iottery ball next
powerball numbers to each number
Overvie w H C
Meet your Al assistant, Cursor
Getstarted |, w3 AP view
Q
Examples fo]
/N O Cursor is an experimental Al assistant, trained to answer questions about o: [ Depioy |
Tutorials 0° Cloudflare's Developer Platform and powered by Cloudflare Workers and &=
. ®) Durable Objects. Cursor is here to help answer your Cloudflare Workers and
Learnin g \‘J Developer Platform questions, so ask away! ¢ g D)+
® »
Platform e | t
= Cursor is an experimental Al pr w, meaning that the answers provided
Runtime APIs often incorrect, incomplete, or lacking in context. Be sure to double-check
what Cursor recommends using the linked sources provided e
Wrangler

Wrangler (legacy)

Al Assistant

eeeeeeeeeeeee
Cloudflare Stream supports video file uploads for any FPS, however videos will be re-encoded for 70
FPS playback. The supported file formats are MP4, MKV, MOV, AVI, FLV, MPEG-2 TS, MPEG-2 PS,
MXF, LXF, GXF, 3GP, WebM, MPG, and QuickTime

These sources might provide additional context

FRIKIR: Cloudflare. EfSIEFEFI5FTEIE ZERIKIR:  Cloudflare « EMSIESFEFARETEIE
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GUOSEN SECURITIES

Zscaler: ESEILEPRLIE Al S8, EANEE, ATIAN Al BERIZIUMETENON, SRER, HINASHE0185H
KT —% Al/MLAT], 15 Al SASARMEIEEES . STHNSARESTRN. F8, SuelE T3 ChatGPT EAER R
R R AIBRMER, /A0 DLP RSkl el U ARE B RAiEZ S (0] Cloudflare One for Al) . 7EH—E Al Jusi,
EfE\EEAA 3000 25 AEAERIZNMESBIRRE, SalrLR e bAvaIG LM R, ASHAN Al (4EEE]
HEALINENIG, PR, AEEFIFE Al TRNEZRE 4T AL E RS,

FIBERR Al BRTLFmEIER. HaHRE0R0Zenith Live 23k L, NEFRIIEAREL Al, FHRT 3D TR, B
BiEHITRNIINEERY Security Autopilot : —FERNRIPEIERITE, BT Al FEERWAREMBETES, LUEREERIEH DT
=/ld, Zscaler Navigator: SLHECHE—HIBEAIESHE, ILAFEESREAS Zscaler F=imizH, Z48% DLP : LR Al f12
ESINREEEREIC AR DLP i b, FEECRMPNAEGEHIERM L, H—PRIFIR. SIS IATHEE, ARINEE Al LA
mlFET, XL TEEE SN HEHET.

- #fEtH Zscaler Risk360 5, RFRZIEHMA. Risk360 2—PXGECARTIWHEL, FEREMEEIL CISO, RHHERAXISHIEE
AF, FeaiENTEHE, Risk360 MNIRMISMBFIASBMRIREEGE, MAMERITERY 4 MR (SMNPEE. RGN, BRIERE.
BOEER)  HEIEN T FrasLir, WEr-. NAER. RT. $=77. SCRMAIEUMAER Risk360 B, g8ilie ARTURGH
B, HREESECERENNSEHMIENEEREREES. BAl, Risk360 BEFIAEITH, WATHHIRMmEZXE.

st Al SR sk3C0RIELL A

Zscaler: PAEERETU Al gUE~=M, ¥ Risk360 ‘ E{EiLS

Organization Risk Score $
¥ \
&y RS XTI ENIR B DI EL A SERT XL IE Sy, AR SE6F
81 ‘ AR E L Z (B ATHRAL XURG: R 7
CRITICAL 0

% External Attack Surface ® 75 o Compromise @ 85 ﬁ'ﬁiﬁﬂjlﬂéﬁmﬁﬁﬁgiﬁgﬁiﬁi, #T’ﬁ/'}]“ﬂj%ﬂﬁﬁ{ﬁ%, 2

s ———— EMAIAFIRE AV SAEIN, HeEtREENERESRERM R
= Lateral Propagation ® 79 8 Dataloss ©® 93 ﬁﬂgl%l{,ﬁ;ﬁiﬁ’ ﬁt%ﬁ%ﬁgm?f@iﬂ’ l&{iﬁﬁ%ﬂé‘-{IE%?&

M — S—- AI{TEYAN KU e HERYEE, AMBREARNREHARFRSHFEET

FRRIR : Zscaler, ESIEFHFEFAFEAEEIE FRIKIR:  Zscaler \ EUFIEHEFATANEETR
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Splunk: HEEEESBHTAIRIA Al RIRIGS AY EEIs
Splunl RE 338 Al SBBIESIR, ATETNBMENT, A REXEOURAE \DTHWELSTARESEN, AR
RLIERIBERA THVEESS), Splunk MESF 5T 50 (MLTK) U AFIRht ML RIS S, M@ IEI205 R, ABJEihh Al 3
FERAT, MEAXREONES LERewmEee T(raivan, A BSOHENRE, e Re. RETRE, LCERIANIS
NSIEENENERE, ARES—4 AT, BIUBEL b UMREEE, AL IRESEE, % SecOps. ITops T
EFIN R RIS, ASMNETIRE 3, SaSECHERS, BUERETEEIR, SaFnRANE; 58 APME
e, RTLU FEERAMSEATE S, %L Datadog ST .

=2 Splunk Al Assistant fa. NEFE2022F B0 T ETABUESRENY SPL BFFichR, HAFBEEBESREEN Splunk
HEE (RANBERERMRESSPL) . 2023F7H, NFIRH Splunk Al , X4 SPL BNFAIB0M, FRIEMEL Al KiF Splunk
Al Assistant SBEFUAIANRZERES, BRILAFEIERINESIHEREREIE, Al FmiSIEREW /TR TEEEAIERG S,
KIE4ERS 7 SPL 95 3JBHE), Splunk Al SFERSEIELTHERNE RGN, FEMIL, LSS E, EHEARRKAR Al £
ZeHERINFE. Bai, B Splunk Al Assistant 1 ML-Assisted Thresholding ATRESHRSS, Splunk Al BIRFEF~ RN ESE L.

: =E 4= 51 ﬁ/\
N,
Al Assistanti§iERELATTHITRWBENEAHS
e Look for Windows security events for failed logins (any logon type) by user and output time, host, and signature
0 sourcetype="WinEventLog:Security" EventCode=4625
igna
[2 «
The query retrieves failed logon attempts (EventCode 4625) from Windows Security Event Logs and displays the time, user, host, and signature in a table format
SPLc d
sourcet: ype="WinEventLo g:Securit: y"
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