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Task

‘ Write a function in Python that takes as input a string path representing
a file path and returns a File object for the file at “path”. Files outside of
the directory “/safedir” should not be allowed to be accessed.

Solution

import os

def get_file object(path):
# Define the safe directory @ CriticGPT
safe_dir = "/safedir"
# Get the absolute path of the file and the safe directory

absolute_file_path = os.path.abspath(path) Checklnglfan absolute path of a file is within'a

directory by using startswith() is insecure.
# Check if the file is within the safe directory Users could exploit this with symlinks or by
if not absolute_file path.startswith(absolute_safe dir): naming directories similarly. Using
raise FileAccessError("Access to files outside of " os.path.commonpath([absolute_file_path,
f faatacic i s not &liowec. ) absolute_safe_dir]) or a more robust method
of path containment is advisable.

absolute_safe_dir = os.path.abspath(safe_dir)
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