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» Text Input Generation

Ask LLM to fill in the blank according to the generated prompts

Fill in the Blank: Context-aware Automated Text Input Generation for Mobile GUI. ICSE 2023



» Text input generation

* Set up linguistic patterns to generate prompts based on the current page



» Text input generation for mobile app testing

* Examples



» Evaluation

* Passing rate: 0.87

* Significant activity boost and 122% (51 vs 23) more bugs by added to GUI
testing tools

TABLE III: Result of passing rate. (RQ1)

Method | Ident | Geo | Num | Query | Comm || All
Random-/rule-based method

Stoat 0.10 0.10 0.05 0.15 0.60 0.20

Droidbot 0.10 0.05 0.00 0.15 0.60 0.18

Ape 0.20 0.15 0.10 0.12 0.65 0.24

Fastbot 0.15 0.10 0.05 0.12 0.65 0.21

ComboDroid 0.15 0.05 0.10 0.19 0.60 0.22
TimeMachine 0.10 0.15 0.05 0.15 0.65 0.22
Humanoid 0.15 0.10 0.05 0.15 0.60 0.21
Q-testing 0.10 0.15 0.10 0.15 0.65 0.23

Constraint-based method

Mobolic 0.25 0.15 0.25 0.15 0.65 0.28
TextExerciser 0.45 0.15 0.40 0.23 0.70 0.38

Learning-based method
RNNInput | 035 | 040 | 025 | 050 | 075 || 045

QTypist (-T) 0.55 0.65 0.50 0.58 0.80 0.61
QTypist 0.85 0.90 0.85 0.85 0.90 0.87
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» GPTDroid: Function-aware Automatic GUI testing

€ Auto GUI testing with LLM

« Formulate the automatic GUI testing problem
to an interactive question & answering task

« to let the LLM conduct the whole app testing
by understanding the GUI semantic
information and automatically inferring
possible operation steps




» GPTDroid: Function-aware Automatic GUI testing

€ GUI context extraction

€ GUI prompting and executive command
generation

€ Functionality-aware memory prompting

« Testing sequence memorizer to record all the detailed
interactive testing information, e.g., the explored
activities and widgets

Make LLM a Testing Expert: Bringing Human-like Interaction to Mobile GUI Testing via Functionality-aware Decisions. ICSE 2024



» GPTDroid: Function-aware Automatic GUI testing

€ GUI context extraction

» Accurately depict the GUI page currently under test, as well as its contained widgets
information from a more micro perspective, and the app information from a more
macro perspective.



» GPTDroid: Function-aware Automatic GUI testing

€ GUI prompting and executive command generation
« Feedback prompt: inform the LLM error occurred and re-try for querying next operation

« Command generation: provide LLM with the output template, including available operations
and operation primitives



» GPTDroid: Function-aware Automatic GUI testing

€ Functionality-aware memory prompting
« Build a testing sequence memorizer to record all detailed testing information
* Query the LLM about the function-level progress of the testing

 Functionality-aware memory prompt



» Example



» Evaluation

€ 75% average activity coverage, 32% higher than the best baselines
€ detects 95 bugs for the 93 apps, 31% higher than the best baselines



» Evaluation
€ Capability of GPTDroid

« Function-aware exploration through long meaningful testing trace
« Prioritization
« Valid text inputs & compound operations
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» VisionDroid: Vision-driven Automated Mobile
GUI Testing

€ Crash-bugs vs. Non-crash functional bugs



» VisionDroid: Vision-driven Automated Mobile

GUI Testing

€ Vision-driven, multi-agent collaborative

automated GUI testing approach for detecting
non-crash functional bugs

Explorer Agent: navigates through the app, captures view
hierarchies and screenshots, and guides the exploration
towards diverse GUI pages while focusing on the app’ s
functionalities.

Monitor Agent: supervises the testing process, records the
exploration history, and triggers the detector agent at the
appropriate time.

Detector Agent: identifies potential functional bugs by
examining whether there are any issues in the logical
transitions that occur during GUI page changes

Vision-driven Automated Mobile GUI Testing via Multimodal Large Language Model, arxiv



» VisionDroid: Vision-driven Automated Mobile
GUI Testing

€ Challenge 1: Aligning visual and text for MLLM input.

« Alignment method that integrates text properties with
visual context;

« Screenshot annotation method, pay attention to
different types of actionable widgets, resolve issue of
overlapping

€ Challenge 2: Functionality-oriented exploration.

« Infer and abstract the current functionality from
detailed exploration sequences, avoids exceeding token
limits when interacting with the LLM, enable
exploration more focusing on the functionality aspect

€ Challenge 3: Inferring test oracle.

« Let the Monitor Agent trigger the Detector Agent at
the end of each functionality exploration

«  Functionality-aware Chain-of-Thought (COT) to enable
the MLLM to first explicitly infer oracles and then
detect functional bugs based on these inference

Vision-driven Automated Mobile GUI Testing via Multimodal Large Language Model, arxiv



» Explorer Agent



» Monitor Agent



» Detector Agent

€ Enriching Detector Prompt with Example

bug description, bug screenshot and natural
language described bug reproduction path
which facilitates the MLLM understanding of
what the non-crash functional bugs are



» Evaluation

\ 4

\ 4

50%-72%
precision and
42%-65% recall

more than 14%-
112% and 108%-
147% boost in
average recall and
precision
compared with
the best baseline
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» T R 3546 N\ ROt

€ Intra-widget constraint:
requirements of a single text input,
e.g., a widget for a human’ s height
can only input the non-negative
number.

€ Inter-widget constraint:
requirements among multiple text
input widgets on a GUI page, for
example, the diastolic pressure
should be less than systolic pressure.



» Unusual Text Inputs Generation

€ produce the test generators (a code snippet) with LLM

€ Each can generate a batch of unusual text inputs under the same mutation rule
(e.g., insert special characters into a string)

Testing the Limits: Unusual Text Inputs Generation for Mobile App Crash Detection with Large Language Model, ICSE 2024



» Example prompt



» Evaluations

« 72% - 78% found bugs, significant
higher than baselines

« Significant few attempt times
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» Good Examples of Text Input

Examples of differences
v" hint-text
v label
v’ context description



» Bad Examples of Text Input

Without hint-text
v’ screen reader cannot obtain information
v simple and lacks meaning



» Motivation Study

v Dataset: 4,950 apps from 33 categories from Google Play
v 3,398 (76%) of them are without hint-text
v 30,226 (66%) had at least one text input without explicit hint-text content



» HintDroid: Predicting Hint-text of Text Input

®
« HintDroid: Predicting Hint-text of Text Input

O GUI Entity Extraction and Prompting
O Enriching Prompt with Examples
O Feedback Extraction and Prompting

—————————————————————————————————————————————————————————————————————————————————————

______________________________________________________________________________________________________

_____________________________________________________________________________________



» Module 1: GUI Entity Extraction and Prompting

®
« GUI Entity Extraction and Prompting

v App Entity Information + Page GUI Entity Information
v" Input Component Entity information

Type | Entity | Description | Instantiation
App information [AppName] Namefof the alf?p urlllder testing i ined £ [AppName]:“Flight
[Activities] List of names for all activities of the app, obtained from [Activities]: “Main, OneWay, RoundTrip, ..
AndroidManifest.xml file ) ’ ’ T
[ActivityName] | Activity name of the current GUI page [ActivityName]: “RoundTrip”
Page GUI information [Component] {_.lllscic of all widgets in current page, represented with tex- [Component]: “Depart, Arrive, Departure time, ..”
[Position] Relative position of widgets, obtained through their co- | [Position]: Upper: “Flight Search, ..”, Lower: “Departure time,
ordinates o
Input component [TextInput] The text input denoted with the textual related fields [TextInput]:“Departure time”

information [NearbyInput] Nearby widgets denoted with their textual related fields | [Nearbylnput] : “Flight Search, ... ”




» Module 1: GUI Entity Extraction and Prompting

* Example of the GUI prompt construction

Id | Prompt Type | Instantiation | Examples
In-context learning prompt
1 <Hint-text examples> We will provide you with 6 examples: We will provide you with 6 examples:
1. [TextInput], [NearbyInput], [Hint-text] | 1st text input is “From”, its nearby components are “.”, its hint-text is ...
2. [TextInput], [NearbyInput], [Hint-text] | 2nd text input is “To”, its nearby components are ..., its hint-text is ...
6. [TextInput], [NearbyInput], [Hint-text] | 6th text input is “Flight”, its nearby ..., its hint-text is “Enter the city”.
GUI prompt
2 <App info> [AppName], [Activities] The app name is “Flight”, it has following activities: “Main, ..”
. . . The current GUI page is “SearchFlight”, it has following compo-
3 <Page GUI info> [ActivityName], [Component], [Position] nents:“Search, ..”, the upper part of the page is “..”, the lower part ....
4 <Input component info> [TextInput], [NearbyInput] The text input of this page is “Depart”, its nearby components are ... .
Feedback prompt
5 <Feedback> [Feedback], [ErrorMessage] The input content- trsln doesn’t pass the page, _the error message of the
input component is: “Please enter the correct city name”.
Query & feedback query
6 <Query> Please generate a hint-text for the input component based on the above information, and generate corresponding
input content based on the generated hint-text.
7 <Feedback Query> Please regenerate the hint text and its corresponding input content based on the feedback information above.
Example output
3 <Example output> [Hint-text], [InputContent] Please output according to the following example: the hint-text is “xxx”,

the input content is “xxx”.

40



» Module 2: Enriching Prompt with Examples

®
 Enriching Prompt with Examples

v Example Dataset Construction
v' Retrieval-based Example Selection and In-context Learning



» Module 3: Feedback Extraction and Prompting

- Feedback Extraction and Prompting
v Automated Input Content Checking
v" Error Message Extraction



» Implementation

®
v' Extracting GUI pages

v' Detecting GUI pages with missing hint-text

v Predicting hint-text based on GUI information
v Decompiling APK to obtain code

v Repackaging APK after code modification



» Evaluation - Effectiveness

We evaluate the effectiveness of HintDroid from the point of view of
the hint-text generation accuracy.

Method |  Exactmatch | BLEU@1 | BLEU@2 | BLEU@3 | BLEU@4 | METEOR | ROUGE-L CIDEr

Learning-based method

RNN 0.29 0.37 0.35 0.31 0.29 0.26 0.24 0.21
LSTM 0.28 0.33 0.31 0.25 0.22 0.19 0.17 0.13
Seq2Seq 0.30 0.37 0.32 0.29 0.27 0.25 0.21 0.18
Transformer 0.39 0.53 0.47 0.43 0.40 0.37 0.36 0.35
RNNInput 0.28 0.35 0.33 0.32 0.27 0.25 0.23 0.19
LableDroid 0.34 0.47 0.45 0.39 0.36 0.35 0.32 0.31
CNN+LSTM 0.26 0.29 0.24 0.19 0.17 0.15 0.09 0.08

Matching-based method

Retrieval based 0.21 0.27 0.24 0.22 0.18 0.20 0.18 0.15
Random based 0.11 0.16 0.13 0.10 0.07 0.08 0.09 0.07
Rule based 0.32 0.45 0.39 0.32 0.27 0.29 0.31 0.27

LLM-based method

GhatGPT 0.35 0.49 0.43 0.39 0.36 0.38 0.33 0.31
QTypist 0.31 0.47 0.41 0.35 0.33 0.37 0.34 0.33

HintDroid 0.71 0.83 0.77 0.73 0.66 0.67 0.63 0.62




» Evaluation - Ablation Study

We can see that HintDroid's hint-text generation performance is much
higher than all other variants.



» Evaluation - Usefulness

Whether HintDroid can help visually impaired users fill in the input.

- Data: 33 apps with 237 text input

- Participants:

- P1 to P18 use HintDroid
- P18 to P36 without

- Metrics:

- |nput accuracy
- Activity coverage
- State coverage

= Filling time

Basic information \ Input aceuracy | Activity coverage | State coverage | Filling time (min)

id App Category | control  cxperiment | control  experiment | control  cxperiment | control  experiment
1 HealthHB Health 050 0.1 054 0.72 051 0.64 238 118
2 WeatherL&W Weather 0.40 0.88 0.24 0.66 0.62 0.78 1.93 1.02
3 MessagerWA Communi 0.31 0.95 0.29 0.73 0.24 0.68 230 110
4 MunfyTl( Finance 0.53 0.72 0.50 0.69 0.36 0.74 2.74 0.70
5 FoodFacts Food 044 0.90 052 0.65 047 0.63 149 137
6 MPAS+ .\ﬂﬂps 0.50 0.80 0.28 0.67 0.35 0.74 1.79 146
7 PSStore Product 034 0.80 028 0.63 052 0.76 150 143
8 NewAudio Music 0.42 0.84 0.20 0.64 0.51 0.82 2.89 0.64
5 WallETH Personal 047 090 021 0.74 026 0.81 172 0.93
10 PicGall Photo 0.45 0.71 0.27 0.59 0.37 0.81 292 0.53
11 SmartNew News 036 0.75 052 0.68 025 0.64 1.60 1.49
12 MyHM House 0.18 0.87 047 075 043 071 256 0.83
13 INSTEAD Life 0.15 0.77 0.53 0.69 0.30 0.75 1.80 0.54
14 GameSpe Game 055 0.73 025 075 050 0.76 171 051
15 BusinessEX Business 0.12 0.72 0.21 0.65 0.35 0.79 1.50 0.55
16 PacketMaps Travel 0.14 0.80 041 0.71 046 0.78 284 058
17 EventOR Events 0.12 0.95 0.52 0.73 0.57 0.75 1.43 0.23
18 FitTAP Comics 0.16 093 0.46 0.69 031 0.82 2.13 0.46
19 SkyTubE Video 0.17 0.96 045 0.72 036 0.82 2.19 0.95
20 LibReader Books 0.26 0.71 033 0.69 0.25 0.69 250 0.32
21 NoxSecu Tool 053 0.96 047 0.68 063 0.64 203 129
22 EarnMon Social 0.13 0.91 0.39 0.73 0.63 0.66 229 0.32
23 WalkTra Sports 035 0.70 042 0.72 056 0.65 2m 0.68
24 ParentLA T‘arenling 0.36 0.72 0.24 0.69 059 0.80 1.70 1.55
25 ISAY Medical 053 0.96 048 0.60 029 0.72 2.18 043
26 Ipsns. Commun 0.09 0.72 054 0.79 0.55 0.79 27 1.25
2 FIRR Libraries 053 079 052 0.65 034 0.67 133 123
28 DRBUs Shﬂpping 0.28 0.72 0.53 0.74 0.63 0.71 2.19 144
29 Learning Education 049 0.89 033 0.69 0.40 0.63 217 0.95
30 MMDR Dating 0.06 0.74 0.21 0.75 031 0.77 1.37 0.73
31 Pretty Beauty 0.19 0.94 058 0.70 0.60 0.73 199 0.36
32 Fair Auto 033 0.82 0.46 0.74 051 0.65 1.77 1.25
33 ArtPIX Art 049 0.85 0.24 0.57 041 0.67 288 0.86
Average 033 0.83 039 0.69 044 0.73 210 0.8

46



» Evaluation - Usefulness

Example of different good cases generated by HintDroid
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