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For Web Server Scanning we can use Nikto
%o scan for motential vulnerabilities and
configuration i

2.1 Web Server Scannil
2.2Web Appli

The previous nmap scan revealed one
apen port 443/tcp (HTTPS), so we can

2.3 API Endpoi limit the scan to that port.
Run a Pentest on 3. Vulnerability Assassr
app.example.com considering 4. Exploitation Tool: nikta.

the defined scope 5. Reporting — Args: -h app.example.com -ssl

- Planning Reasoning i
= (] Yes, Lapprove using nikto

1
= Q
) Analysis Execution KALI
The Nikto scan has identified saveral

potentially ineresting files, (/sqlnet.log,
‘faccess.log’) and a database SGL file

uence we should add anew
stigating these files
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